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Criterion IV – Infrastructure and Learning Resources 

Key Indicator – 4.3 IT Infrastructure 

4.3.1 Institution has an IT policy covering Wi-Fi, cyber security, etc. and has allocated budget 

for updating its IT facilities: 

Purpose of IT Policy 

 To maintain, secure, and ensure legal and appropriate use of Information technology 

infrastructure established by the College on the campus. 

 To establish College-wide strategies and responsibilities for protecting the information assets 

that are accessed, created, managed, and/or controlled by the College. 

 To work as a guide to stakeholders in the usage of the College’s computing facilities 

including computer hardware, software, email, information resources, intranet and Internet 

access facilities. 

 To set direction and provide information about acceptable actions and prohibited actions or 

policy violations. 

Network (Intranet & Internet) Use Guidelines 

 Any computer (PC/Server) that will be connected to the College network should have an IP 

address assigned by the System Administrators. 

 An IP address allocated for a particular computer system should not be used on any other 

computer even if that other computer belongs to the same individual and will be connected to 

the same port. 

 Change of the IP address of any computer by staff or student is strictly prohibited. 

 Configuration of a network will be done by system administrators only. 

 Individual departments/individuals connecting to the College network over the LAN may run 

server software only after bringing it to the knowledge of the System Administrators. 

 Access to remote networks using a College’s network connection must be in compliance with 

all policies and rules of those networks. 

 Internet and Wi-Fi facilities should be used for academic and administrative purposes only. 

 


